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Addressing the Insider Threat™

Judith G. Hochberg, Kathleen A. Jackson, J. F. McClary, Dennis D. Simmonds
Computing and Communications Division
Los Alamoas National Laboratory
Los Alamos. New Mexico 87545

Abstract

Computers have come to play a major role in the processing of information vital to our na-
tional security. As we grow more dependent on computers, we also become more vulnerable
to their inisuse. Misuse may be accidental, or may occur deliberately for purposes of per-
sonal gain, espionage, Lerrorism, or revenge. While it is difficult to obtain exact statistics on
computer misuse, clearly it is growing. It is also clear thut insiders - authorized system
users -- are responsible for most of this increase. Unfortunately, their insider status gives
them a greater potentinl for harm,

Thix paper takes an asset-based approach to the insider threat. We begin by characterizing
the msider and the threat posed by variously motivated insiders. Next, we characierize the
asset of concern: computerized information of strategic or cconomie value. We discuass four
general ways in which computerized information is vulnerable to adversary action by the in-
sider: disclosure, violotion of integrity, deninl of serviee, and unnuthorized use of resources,
We then look at three general remedies for these vulnerabilities, The first is formality of op-
erations, such ar training, personnel sereeming, and confignration management, Tha second
is the institution of automated safepuards, such as single use passwords, eneryption, and
bismetric deviees, The third 15 the development of automated systems thot colleet and ana
lyze system and user data to look for signs of misuse,

1. Introduction

The last few years have seen increased programmadic interest. in protecting computernized in

formation from the insider: the privilepred user with ready aceess to o computer facility, This
change s evident in the DOR's enll for "o shift. in emphasis ... to 0 more halanced progream
that will streepthen protection against insider thrents” (DOE 1992), The Office of
Sufepunrds and Security's carrent. efforl. to protect. materinls control and nccounting informa

tion from insiders also reflects this change (Espinoza 1991, Harris 19913, The increasing
cmphasis on the insider is largely noantaral complement, to the attention alreaay piad to the
outsider, i.e, the individun!l who must. cliindestinely enter a facility, if at ol Physical seen

rity defends ppninst the outsider with barriers such as (encing pnd alorm systems.
Computer secerity parallel these eftorts with defenses such ns passwords, intrusion detee

tion systems (Denninge TORT), and eneryption.  As the outsider thrept remains very renl,
these nreens require conthinued vigilanee and further study.

With efforts to thwart the outsider well underway it is loptien] to hroaden our focns to mclude
the msider vhrent ns well, Besides the question of balanee, the threat posed by the insider
exceeds the ontsider threat, sainee insiders perpeteate approximately 0% of computer nns
uses (Maphittn 1992, The insider's knowledpge of the computimge system and s defenses,
combined with bt user privileges, makes him inherently more dangrerous than all it the
ment shalled outader
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Protecting araiust insiders s well as outsiders has become inereasingly important as com
puters have come to play a larger role inour society, We have seen escalating computing in-
volvement in the processing - © wide range of information vital to our national security:

* Nuclear technology - Computers design nuclear reactors and weapons, maintain in-
ventories of nuclear materials, and manage the safety systems at nuclear power plants,

e  Government agencies - Computers maintain Social Security, health, welfare, and tax
records, and issue checks for those agencies.

¢  Military services - Computers provide for battle management, manage inventories,
maintnin service records, draw up payrolls, and issunr paychecks.

¢ Intelligence agencies - Computers maintain and correlate human and eleetronice intel
ligence information, and analysts use them to process that information in the resolution
of problems of interest.

*  Defense contractors - Computers develop new technology and systems and to desion
new products. They record corporate =ales, manage inventories, maintain employee
records, draw up payrolls, and 1ssue paychecks.

¢  Financial institutions - Comnuters conduct essentially all financial transactions in
Western nations, Computers handle credit transactions Gnceluding eredit card manage-
ment), bank acecunts, fund movements, and investments. Computers trade securitios
and stocks, often performing these functions automatically,

* Law enforeement - Computers maintain a record of past offenders and their modi
operandi, outstanding warranms, nnd erime statistics,

At the same time, we have become aware of dangers to these systems besides the tradi
tional one; that of Communist military espionage focused on stenling or buying clasaified in
formation. They include strategically or ecconomically motivated threats by forcign entities
Gincluding the former Soviet Union), criminals, and unstable o disgrontled employees,
Adversanies ean compromise computihg systems by corruptingg data or disrapting systems
rather than tor m addition to) obtaining sensitive information,

It is impossible to gnuge precisely how much computer misuse exists, Few victims are will
ing to reveal their losses (Parker 1OR3: 24), and fewer atill are withoge to disenss valnerabili
tiex. We cnn obtanin valid representative data only from the numbers of cases tried and
prosecnted under computer erime laws, and these represent only o fow of the actual in
stances. Although it appenrs that the number of abusive msiders is low, the potential for
harm by those who do exist inereases ns computers process more datn of various kindy. We
cinexpect steady inerepses i acts of erime, espronayre, vandanhsm, nnd politienl tervorism by
computer in the years nhead.

In this paper we take an asset hased approach to msider threwt poudanee. We bogan by
characterianmg the mader, the threat posed by varonsly motivated isiders, md the paet to
he protected cecompaterzzed information). We wdentify four peneral ways i which computer
wzed mformation v valnerable to ndversary ncthion by the aeoder deselosaee, violatbion ol i
tepety, deminl of service, and allowing unathorized aeees. We also wdentaly three peoeral
remedies tor these valneraninhtves, The Oest s formality of operations, such ag trnaang, per
sunnel sercetmge, and eonlipuention manapement The second 1 the msiitution of aefo
mated safeprvards, such s angde use pnsswords, eneryption, and bsometee doviees The
thadd v the developae ot of automated nalvsis svstems that collect nnd aoalvze datn te ook
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for signs of misuse. We conclude with speafic recommendations for directions to pursue in
combatingr the insider threat,

2. The Insider

The greatest threat to a computer system s the adversely motivated insider with the aceess,
technical knowiedge, and skill required to ereate or exploit a vulnerability in the system. We
define the msider as an individual with autherized physical or electronic aceess to a com-
puter system. The tnsider can use this aceess to engage in such activities as system man
agement, software design and trouble-shooting, or hardware repair. Note that this defim-
tion includes mdividuals who are not physically at a computing facility.

A broader definition of the insider would encompass individuals who perform activities that
aftect the computer system hardware or software during some stage m its hife eyele, but who
do not currently have aceess to the computer. These activities typically consist. of desipgning,
testing, modifying, and documenting system hardwiare or software, and often occur off-site.
We will use the narrower definition in hopes of presenting a more coherent. and substantive
apnroach to the topie. Still, the reader should be aware that the broader category of insiders
is dilso a source of vulnerabilities, For example, an off-site software or hardware designer
coutd mtroduce o trap doar or Trojan Horse that would allow him later access to the system,
or mtroduce o virus that damapges the system at a eritical moment. As we produce more of
our hardware and software -ystem components overseas, there may be prec.or reason for
concern, Techniques for protecting against the broader insider threat therefore deserve fur
ther study,

Three mstder characteristies make him especiatly dangerous. First, the insider has ready
access to information shout the computer system and its defenses. As o user or manaygrer of
the system, he maturadly acquires expertise as part of his daily work. Heas Tikely to have
superior knowledge ol in house hardware and software systems the may even have designed
them!), enabling baim to explot subtle system weaknesses, e can learn about the oystem
from cowarkers amd mannals, resonrces that an outsider cannot as casily access. He can
then use this information to devise more sophisticiated menns of subverting the system's de

tenses, Second, the weader, by definition, has provileged aceess to the computer system i

self, and therefore the opportunity 1o make use of his knowledyre, Thaird, i the wsader is o n
manaperial position, he may order suberdinates to enprigre mactivinies that subvert secarity.
He may waorl, actively to create an envirenment where security is not taken seriously and s
not enforeed. Heomay falsely cortify the performance of securty measures,

A user with penerons system prvilepes, such as o system managrer, s best positioned for
exploiting a computer system. However, even the lenst privileged msider has an ndvantage
over the outsider i thet he does not have to breakcinto the system. Aninsider's valone to an
catside party and his propoosity to ernminal activity is not necessarly commensurate with
s runk or pasition, Support personnel such s seeretaries, computer eperators, and teehim
cuimns, have aceess to computer systems and proprams. They can often provide wsetul infor
mation and can ey damage the sosteme Inoall positions, real or perecived shphts ne e
Nected o pay or status con erente dispruntlement that canmspire maeaese, or ean make an
emplovee valnerable to cxplotation by an outsade poarty

An mender con e motivided to oot an illegal aet by mones wdeolopy compromee, or epan
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e ldeology. Ideolosically motivated insiders may steal information or in some manner
=abotage a computer =yvstem Fecause of ssmpathy for an outaade entity: an ideology . in-
dividual, orgamzation. or a country. Ideology 1x rarely a motive for computer espronage
m the United States, but 1t i frequently the monvation behind terrorist acts «Carroll
1977 1G-17: Parher 1983: 125-120]

*  Compromise. The wxuder mny be bliackmuled. A hostile entity can threaten to expose
danuyning secrets about the insider if he does not act for them. The compromising activ
ny 1~ frequently the insider = imtial act of esprionage or erime Onee the insider ha< been
mduced onto the shppery <lope.” an experienced handler will make it extremely ditficult
for hum back vut

e  Ego. The mnsider may want to avenge what he sees as ill treatment by his emplover or
rovernment  He may be unbalanced. or may wizh to bring <ome exeitement into his life.
An insder = ego might Tead him to attack a svstem for reasons of spite or revenge  He
may wint to xhow that he 12 smart cnough to beat the system

In expromayre activaty agaanst the Uimted States and Great Britain we see a subistuntial <haift
from ideolopy toward grecd and revenge as weentives for msider abuse. Ideolopy inspired
the Cambrdpe reerust< o the 1930 tBovle 19795, and the Rosenburgs in the 1950« (Pincher
19871 Althowgh there 1s evidence of Americans leaking classified information for ideoloprical
rensons (tRichelson 1988 240, such cases are the exeeption Jonathan Jay Pollard, an ana-
Iv =t tor the Ant Terreost Alert Center of the Naval Investigatbive Serviee, claimed he spaed
for Isriel for deolopical reasons. Nonethelesz, the l-raeh ~ quickly put him on the pnyroll to
punrintee his contimued cooperation  (hlack 1991 420 422, and he aceepted larpe
amount= of money and expensive pEfts. Sohn Walker, o Navy warrant officer and commum
cations spectahist who spied fur the Soviets for at least seventeen years, was entirely eeo
nonncally monivited tEarley 1988 64 G61. A desire 1o take revenge on the CIA for having
fired him motivated Edward Lee Howard (Wise 195R)

3. The Threat

The United States povernment has for deendes viewed Communist mihitary espronage a- the
primary threat lo computerized mformpenion This emphasis has Tocuzed most etfort~ on
proeventing? mformation leaknge, admost excludimg consideration of other threats, Olnonsdy
i subntintal adjostment i thas postion s moorder. The threat of forepen spyng, espociliy
trom the Eastern Bloe, has dinmished, thoupgh not disappeared T means that futurne nt
tnchs on computer svatems are hkely to be cmaller, bess arpanmizedg events carried out wath
fower resaurces  Fepeerally when eonzsdering the insder, we muast al-o keep m mimd a0 hoat
of other thrents

o Thethreat of non e guonppg - related coommal activity i~ substantial - Thi= thrent derives
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¢  The threat deriving from the unbalanced insider is considerable. This msider acts for no
particular cause, entity, or material gain. An unbalanced insider may sabotage a com-
puter system for thrills, revenge, or for irrational reasons.

* The threat deriving from negligence is arguably the greatest threat. This threal results
from carelessness or mistakes by operators, programmers, and systein administrators.

The following sections describe the various threat components in more detail,

3.1 Foreign Spying

The primary threat from forcign spying during the Cold War was that of the Eastern Bloe,
aimed at obtaining military and technical information for the arms’ race against the West.,
The disintegration of the Soviet Union and the Fastern Bloc, the decline in the Seviet econ-
omy, und the subsequent reorganizations in the parts of the KGB that the remaining re-
publics have inherited, have all greatly diminished this threat. Security experts now de-
scribe the KGB as demoralized, badly funded, and much smaller than in the recent past: in
sum, as "an insignificant thrent” (Vrooman 1992). There is no indication that there will be
any reversal in this trend.

We contend, however, that computerized information remaing vulnerable to foreign spying
for several reasons. First, the threat of military espionage still exist, though considerably
reduced. Countries in the former Soviet Union will still covet American military technology.,
There 15 also a history of spying by other countries such as China, Libya, Iran, and ITraq
(Allen T988: 337-345). 1p-and-coming nuclear powers, such as India, Brazil, and North
Korea, and would-be nuclear powers such as Traq, have strong motivations to attempt to
acquire nuclear and military technologies, Israel and other friendly countries will still see
the nequisgition of classified intelligence as vital to their interests,

Second, we anticipate that the meeeasing importance of computer based systems in active
warfare will lead to attacks aimed at corrupting or destroying those systems. We may see
new threat groups such as electronic terrorists or representatives of smaller countries who
decide to cxploit the simpler requirements of this attack.,

Third, we expect espienage for ceonomic motives nlso to increase. The United States is per.
haps unique in its reluctanee to spy for s indoustries (Burke 1992), Even before the recent
changes in the Eastern Bloe, current Amerienn allies (e, France) engegzed in economie espi
onggre, As nations measure their power inereasingly in economice terms, and s the threat
from a common etemy recedes, some of our current. political and military allies may boeome
more mclined to engagre in this type of activity to keep their industry competitive, In addr
tion, the new found independence of Enstern Burope also brings with it a likely dacrease
ceonanmiic espiotiye from thoze countries. As they straggele for cconomice survival, “their nuyor
[espionage] priority now is torgetig us for economice nnd technolegient dotn vital (¢ their sar
vival " (LANL 1991, The Unifed States intelligence community is therefore inerensing: s ot
tention to this threat CTurner 1991, Betts 1992),

A hoal factor 1o cansider s the pryeholopy of the insider, Withe Communism and its atten
dant ideologienl stynna eftechively removed from the seene, msiders mipht heomore apt (o co
operate with forepn powers. tndeed, they nipght take pleasure i aading: conntries formerly
under Soviet rule

3.2 Computer Criminals

Fxpernience suppests that the white collar worker i o postion of trust i ihe most common
computer criminal (Pavcker TORA 277 Phes type of erimuimal is avaally intent up.on self paaa
of nome sort, waually finnnere? Thiese msders peneratly act mdopendently of aay erunmnal



organizition. The erimes with the highest moncetary losses are those perpetrated by high-
level managers in collusion with technical enmiployees. The following List. contains a represen
tative snmple of computer crimes against the government. and private industry,

*  Samuel L, Morison, an analyst at the Navel Intelligence Support Center, sold classified
photographs to the British publication ddane’s Defence Weekly (Allen 1988:185-187).

¢ Six current and former Social Security Administration (88A) employees sold personal
data from 8SA computers to private investigators (Smith 19925,

e An IRS clerk used the IRS computer to transier unclaimed tax credits from various tax-
pavers to a relative's account (Carroll 1977: 23),

. ‘he chairman of the board and other senior executives of the Kquity Funding
Corporation of America ereated bogus life insurance policies that they sold for cash to
reinsuring companies, The main purpose was to raise the company's profitability and to
keep its stock, of which the executives were major holders, selling at high prices. The
amount, defrauded was close to $200 million (Whiteside 1978: 11-18).

*  Michael Hansen, a computer ¢rime und security consultant, and an expert on electronic
funds transfer fraud, used the Federal Reserve wire funds transfer system to move
$10.2 million to Geneva, where he bought 9,000 carats of diamonds (Parker 198:3:3.9).

¢ A timekeeping clerk discovered that she could modify a payroll computer system to allo-
cate herself unearned overtime. When her employers discovered this, they decided not to
undertake the expense of recoding the system or performing manual checks. Instead,
they gave the clerk o new job with ahigrher salary for promising uot. to tellt anybody what
she did and how (Parker 1983: 71-734).

We emph. ize that the frequency and severity of self> motivated erimes is not likely fo be al-
fected by the unraveling of the Eastern bloe. They may even become more frequent, as dis
closure Gis in Morison's case) i 'phi seem less traitorous in today's less threatening interna
twonal climate.

3.3 True Believers

“I'rue beliovers' are difTerent from eriminals who are intent on self pain. They usually dedi
cate themselves to orgamizations that aim to change society, and their motivation is more o
“passion for <ol renunciption” than "self advancemoent” (Hoffer 1O51: 21, They usually act
by tarpetings computers for sabotage nnd destruction. Urue believer organizations include
ferronst proups such as the Red Brigades in ltaly and the Comite Liguidant ou Detournant
des Ordinateurs in France, During the Vietnam War, radical students hombed sevornld
commputer centers at American universitios that were enpaging in DOD research (Whiteside
1978:H K1 Similar activity may have oripinaded witn extreme environmental or anti nuclear
argaimizations, ‘Phere have been many attacks on computer facilitios i Kurope by such or
panizations, and the authorties suspect that collusion with computer center employees s
frequently o factor (Parker 1583 120), The netivities of troe behievers hecome a sipmificant
concern when one considers that they may not halk at destroyvig whoele ccononnes im an o
tempt 1o achieve politien] poals, An electrone economy such s onrsas valoerable to attacks
on key computers, data commumestions facilities, aod computernzed eecords

J4 Unbalanced Individuals

Acts that ave psychotu or at least arratonal charaetenze the unbalaneed individunl. When
oue con aders that most computer systems are m the hands of o very few indwaduoals, the
mental stabuliy ol coaployees becames a apmiticnnt concern. For exaomple, aoogrht shofi



~omputer operator at the National Farmers Union Service Corporation in Denver repeatedly
used his car keys to short-circuit his computer's disk drive. After at least fifty-six such shut-
downs over a two-year period, during which time his employer spent $500,000 trying to find
the recurring trouble, closed circuit television surveillance finally caught him. He explained
that his "o erpowering urge to shut down the computers” resulted from his loneliness and
wish to "go home early” (Parker 1983: 53-54).

3.5 Negligence

Carelessness or mistakes made by honest und mentally sound employees can inadvertently
undermine the security of a computer system end destroy or compromise computerized in-
formation. Such errors "remain ... the leading risk to computer security today” (Adam 1992).
This threat. can resull. in the disclosure of classified information, corruption of data, interrup-
vion of service, loss of programs or data, or destruction of equipment and facilities.

Negligence springs fromm many sources. Many system personnel are inadequately trained.
New in-house software is often not adequately documented and tested. Use of such soft-
ware by individuals other than the author can result in inadvertent security problems.
System administrators frequently give users more privileges than they need, or even set no
limiting default privilege on new accounts, System administrators usually have too many
other things to do than constantly check for potential security flaws. Carelessness may re-
sult in mistakes while performing routine work. For example, a programmer may delete
important data files or software, an operator may accidentally shut down a system, or users
may fail to follow security procedures while handling classified media,

4. The Asset: Computerized information

Computerized information, whether serategic or economige, is the asset of concern to us. In
the domain of strategic information, American nssets are threefold, Many foreign countries,
both friendly or antagonistie, covet information regarding military technoiogy, They may
choose espionage as the most cost-effective way to acquire it.  Computing systems most
likely to be targeted are those at rescarch and production weapons laboratories. They con-
tain valuable information regarding nuclear und non-nuclear materials and weapons,
American intelligence 1s also of great value to other countries und is therefore likely to be tar-
peted. Even allies such as Isrnel regard U Sgathered intelligence data as so vital to their
national interest that it justifies espionage. Finally, Amernican military systems for active
warfure, including battle management systems and control systems for computerized
woeapons such as the Patriot, .- vulnerable as well. Compromise of these assets coald
severely influence battle outcomes in a computer-assisted or manaped war such as Desert
Storm,

Computerized information of economic value is nlso vulnerable. Especinlly vadued and there
fore espeaally valnerable is research on energy technologies, As with information on military
technolopy, it is often cheaper for a foreign country to acquire the fruits of American resenrch
by espionagre than 1o develop new products itself,. A foreipgn country also may see spyings
against. American corporations ns vital to keeping its mdustry competitive, Economic espi
onape also could pive other countries nn ndvantagze in internationnl economic negotintions;
for exanmple, a forapn negotiator mipght. wish to discover precisely what internal subsidies
and ather devices Amerien employs, Finally, information on financial holdingrs nnd tramsac
tions ean he of divect cconomie value to an insider,

The msider can compromise computerized information in four peneral wnys:

e Dinclosure. The insider enn show or pive informntion to unnuthorized individunls or
arpamzations,



* Integrity Violation. The insider can delete or modifv data. Modified data might be
completely unusable, or can be timed to self-destruct at an inupportune moment. More
subtle modification can produce a chain of errors in any work based »n it, and a loss of
confidence in all data on a system. Violation of integrity can be an end in itself; alterna-
tively, it can be the means by which a computer criminal pursues material gain. For ex-
ample, an insider can manipulate a nuclear materials control data base so that invento-
ries do not detect missing stock. The missing ma.erials may then be removed and sold,
with no one the wiser.

* Denial of Service. The insider can make information unavailable to system users. At
the least, denial of service is annoying and expensive. At worst, the result can be disas-
trous, For example, a missile guidance system, a major financial system, or telecommu-
nications network may fail at a strategic moment. Denial of scrvice is casier to accom-
plish than stealing information because one can simply overload a system, destroy cru-
cial data, or sabotage the system. For this reason we may see antagonists such as elec-
tronic terrorists, small countries, or independent insiders choosing this form of attack.
One source estimates that 77 percent of preventable losses involve denial or interruption
of essential services (Carroll 1977: 10),

e Unauthorized Access. The insider can allow an outsider access to the system by
compromising the system’s defense mechanisms or by revealing how they can be
breached from the outside.

5. The Solution

Io this section we deseribe three complementary approaches to defending against the insider
threat. They emphasize preventive measures rather than reactive ones. The first is the def-
inition and enforcement. of speaifie formal security policies for management. and for all em-
ployces. The second is the institution of automatic safeguards to better enforce these poli-
cies, The third is the nutomated detection of security violations and anomalous behavior
througn the analysis of audit data, Our goal here is to give a survey of these approaches
rather than an exhaustive nnalysis of all possible remedies for all possible vulneeabilitios,

5.1 Formality of Operations

We define formality of operations as a corporate culture, or way of doing business, that em-
phasizes safeguards and necountability, The term can perhaps best, be understood in con
trast to the informal culture typified by a small start-up company or academic computing fa-
cility. In such an environment system managers frequently are ot coneerned with security
They do not attempt to define or enforee a security policy, Al users have access to all as
pecty of the computing process; there are no passwords or permission:. Doors and desks are
unlocked, Machines are always on and ready to be used by anyone who walks in. Any user
can modify any sofiware, tinker with any hardware, or delete or transmit any Jdata file.
Vital printouts can be copied, tossed in the trash, or removed from the facility. Such an en
vironment,, while undoubtedly liberating and stimulating, is valnernble to the antagonisiic
msider,

fn contrast to the computing environment. sketehed above, an environment soverned by for
mality of operantions builds barriers af approprialte points apzainst the would he antapgonist,
Management s commmtted to security, and requires employees to follow a set of well defined
secarity rules. Employees are sereened before e and at repralar intervals darmg ther
cmployment. Phyieal secarity keeps mnauthornized personnel out of sensitive areas, and
protects amportant printed and clectrome medan from topering or removal, Passwords, file
permissions, and encrvption provide simibare secarity on e, Software development and
minntenanee woundertaken o careful and controlled manner usmyr estabhished prineiples
ol software enpuoeerimg and confipuration control. Hardwarve 1w kept oo safe pliace and



spected regularly for signs of tampering. Violations of security policy are promptly identified
and penalized.

The foilowing piaragraphs discuss various aspects of formality of operations. These aspects,
we believe, must be part of any security-conscious organization. The reader should recognize
that most of the policies discussed below are not novel. The important issue is the devel-
opment of means by which they can be more rigorously implemented and enforced.

Management. Management must develop, test, document, and fully support a detailed
and explicit. security policy. This policy should set. forth general goals, specific procedures to
be followed, a regular system of inspections, and steps to be taken when a security violation
occurs. It is management's responsibility to create an environment in which employees ac-
tively support security efforts. It is also important tor management to create an adminmistra-
tive structure in which employees report suspicious behavior to an impartial authority out-
side their direct line management chain. This minimizes negative repercussions in case the
reported employee is in the reporter's work group or line management, or in case the re-
ported behavior turns out to be benign. Finally, management must respond promptly and
positively to reports of security short-falls and inappropriate employee behavior, rather than
ignoring or, even worse, punishing whistle-blowers.

The 'black - ault’ at TRW, Christopher Boyce's workplace, is a paradigm of poor manage-
ment practices. Boyce removed or photographed classified information from the vault and
passed it te o collaborator who then sold it to the Soviets. Included in a litany of unprofes-
sional bebavior alleged by Boyce were parties that involved "drug use, drinking, and horse-
play.” A TRW executive denied drug use but acknowledged a "limited use of alcohol on the
premises.” Boyce's immediate supervisor "pasted a chimpanzee's face on his security hadge
and had a few laughs with his subordinates when he had no trouble getting in and out of
the ... special project building” (Allen 1988: 325-6).

Training. Employees must learn the elements of good security and the specifics of their fa-
cility's security policy. Such training will reduce, though not climinate, employee mistakes
that expose the computing system to abuse. While it may seem impractical to teach all
users about ¢ten the fundamentals of computer security, the time spent on such an en-
deavor will not compare with the time wasted tracking down mistakes that occur repeat-
edly, or the loss that can oceur with a major security breach. Training is particularly useful
in stamping out, behaviors that are both simple and dangerous, such as writing down pass-
words, leaving a logged-on terminal unattended, or 'sneaker-netting' a diskette (e, walking
it} between machines rather than following formal file transfer procedures. Each employee
must {ully understand his responsibilities, both in performing spocific sccurity tasks (o,
daily safe sipn-outs), and in being aler to, and reporting, suspicious behavior by other ¢m-
ployees. ‘They also must be trained to recognize suspicious overtures from outsiders bent on
recruitment.

Proper training might have helped stop U8, Navy radioman Jerery Whitworth, who passed
cryplologic materials to John Walker for sale to the Soviels, Whitworth spied for money and
spent. it conspicuously. His yearly salary was $23,000, but. in a two-year period he spent
$130.000. During one ten-day leave he spent $17,000, He pave large partios at expensive
hotels, had $500 box seats at the opera, and lived in an expensive condominium. He rented
a chanffeured Rolls Royee frequently, and even had it eet his chip when he returned from
sea duty (Allen 1988 98 10D, Whitworth's fellow workers were suspicious of his affluence,
which was inconsstent. with his rank and salary, but did not raise the issue with his supe
rnors. Proper training would bave madoe it more likely, though not. have puaranteed, that
some fellow worker would have reported Whit worth's behavior,

Servcening. All cierployees should be caretally seveened before hiring, and after hiring at
veprular intervals, Pre hiring sereenming, can include tests for substance abuse and checkaing of
restiines for iflated or incorrect chvims, Post hirimg resereeningss can include tests for sub
stanee abuse and a search for evidence of suspicions levels of aflaence. Sereening aad re



screenming also enn include pulvgraghs. While a polygr.aph test should not be considered self-
sutficient evidence, it may alert security peravnnel to 2 problen that can be verified by other
menns. In addition, the knowledge that polygraph tests are admimistered may itself xerve
as a deterrent

Effective screening could have prevented many known insider security dizaster=  Pollard =
résume inflated his work experience and educanion. and he showed =ign= of suspicious levels
of affluence when he began spying t(Allen 1988 283, 287-289). Walker ~ oniy background
check was in 1965, years before he started work as a spy (Early 1988: 51). Christopher
Boyce got his job at TRW thanks to the »lc-boy network connection between his father, a
former FBI agent, and another “yrmer FBI agent who managed security at TRW
Background investigators contactea and interviewed only fiiends of Boyces parents, not
Boyce s own circle of friends, who Bo® ce himself described ax ...disillusioned longhairs,
counter-culture falconers, druggie surfers, wounded paranoid vets, pot-=moking, anti-estab-
lishment types, bearded malcontents generally, nany of who swere in trouble Allen 1985:
324-325).

Physical sceurity. Fences, I =ked doors, and acces< control devices teg., badge or paln
readers) con himi the im~ider to those areas to which he must have access. Kevs and off-
hour aceess to the facility should be limited o those who require it. Safes and deskx =hould
be lecked, jogged-on terminals should not be left unatte-nded, and password= should not be
entered when another per on is watching, Two-man necess rules can provide extra protec-
tion for cntical nreas nr 1 natenals.

Proper attention to physical <security could have detected the activities of Chrnistopher Boycee
and Ruby Schuler. Boyee removed CIA kevlists to the KW-7 satellite network from sealed
plastic cnvelopes, photographed them, then resealed the envelopes with an iron or a care-
lessly applied touch of glue,  Security officers never detected the tampering ‘Allen 198k:
3260 Schuler was an executive secretnry to the president of Systems Control Ine, o ~small
defense comractor to the U 8. Army  She used her knowledpe of the combinntion to the
president s =afe to remov-s and copy seceret documents about American missile defenses, In
the president s absence she would ocensionally even request, then zopy, specific additional
document = from the ballistic missile center n Huntaville. Schuler alzo used her sceret clear-
ance 1o escort uncleared collaborators mto her supposedly secure office 10 colleet document=
iAllen 1988, 143-145..

On-line security. - -t as physical <ecunty restricts «ite aceess, ~o on-line ~ccurily restricts
aceess to networks, individual machines, and individual files or directories. Passwords and
other means of authentication restriet decess to evervthing from entire networks to individ-
ual machines. The msider threat requires an even finer level of protection. File directory
nud even individual file protection thot ro<tniets aceess to a small set of users can protect
data and <oftwore from unauthorized modification, deletion, or disclosure  Eneryption can
provide an additinal level of <ecunity 11 an msider does manage to acecs= and copy an en
crvpted file, he can mihe no u~e af 4 unleas he alsa possesses the cryprogrraphic ke,

Better on line <ecurits could hove prevented wr helped presenty Jonathan Poellard from <eal
myr mtellipence mformation. Pollard  had top seeret securty clearnnee and acees< o
Sensitive Compartmentalized Infornaoon (5CH about scphisticated techment sy stems of in
tellpence gathermyr on a0 need 1o kuow basis 1t wins under cead that those with SCTaceeeas
codes would not ook ot mformation that wis unrelafed to therr duties tBlack 1991 §117
Heeause need te know adherence was left up to the indiadual employec, Pollard could
brow=c, 1t e, wander almost at will through Ble< that he had no Lyntunate busines- o cee

In keepung with secunty theors he was compartmentalized. mopractice he had neees< ta vir
tually whatever he cand he needied cAllen 1988 282

Software integrity, Vil —oftware met be protected from meader < who develop, moon

tam, and wee it Ereme, temporary hise, weak lope mecheenen - and dehberate trap doon <
Trapm Horsew, and vroses nethe 2y cstem o valoerable to compronn e Beaade - protectimge



key software with the on-line security measures mentionec¢ above, formal configuration con-
trol procedures can be used to ensure software integrity during the entire life span of a ccde.
These include documentation and review of new software, testing, user trau:ing, and peri-
odic validation of correct functioning.

Many problems could have been avoided with the implementation of sofltware integrity mea-
sures. In one case, "several automotive engineers in Detroit discovered a trap door in a
commercial tivae-sharing service in Florida that allowed them to search for privileged pass-
words on a trial-and-error basis." After discovering the password uf the vime-sharing com-
pany's president, they used it “to obtain copies of trade-secret computer programs that they
proceeded to use free of charge” (Parker 1983: 83).

Hardware security and integrity. To prevent a hands-on attack on the system, key
hardware can be kept in an area with restricted access. Badge readers ccn limit access
while providing a record of access. Regular and random inventories and inspections can be
ured to verify that machines have not heen tampered with.

Enforcement. A final key aspect of formality of operations is the enforcement of security
policy. In the long term, the easiest means of enforcing security procedures is by automating
them, as discussed below. Until such safeguards are in place, line management and secu-
rity personnel must monitor employee behavior to verify that security policy is followed. This
involves general aiertness to inappropriate behavior and periodic, random inspections. Once
identified, violations must be penalized, with penaliies ranging from censure and retranining
to firing or criminal prosecution. Publicizing violations and their punishment. may make for
bad publicity. but can deter other insiders from taking similar actions in the future,
Pollard's case well illustrates the danger of lackndaisical enforcement. Soon after Pollard
begon work for the Navy's Field Operational Intelligence Office, he contacted a military at-
tache at the South African embassy. When U.S. officials learned of this contact, Pollard's
top-secret and special clearances were withdrawn,  Pollard appealed, and the clearances
were eventually restored over the Director of Naval Intelligence’s objections {Allen 1988: 283.
284). A short time Inter Pollard began spying for Israel,

5.2 Automatic Safeguards

The Achilles heel of formality of operations is human nature. Security measures oare fre-
quently unwelcome diversions from the main stream of users’ work, As a result, users often
neglect to apply even the most rudimentary security procedures. ‘They often fail o change
vendor supphied <iefaull system passawords, and pick cosy-to guess passwords for there ace
counts, They leave key on line files unprotected, with open read and write pesicanae
They ipnore ‘'mandatory’ training sessions, fadling to keep up to date with system develan
meats, I such errars of onssion could fie elimumated, much of the danger posed by the
sider would be eliimnated as well

The next generation of computer securty will address th s problem by taking formality of
operations one step further, enforcing it just as automate seathelts enforce the often yenored
seathelt laws They wall do thas by providig automatic safeguards: mechamsms that make
dehberate violatiops of secunty pohiey more difficult, while protecting the system from acer
dental violatims by users Automatie safepaards are particularly important i software us
apres chuefly because all insders have aceess to software tas oppased 1o necess to the compe
uy? site and harawarer Moreover, the bulk of wark doue on the computer, whethes remaote
ar an site, coneerns developimg and using software Finally - beenuse nuny users hehieve that
formahity of operanions mahkes this work more didhicalt, of oiten takes o lower priorty to e
tig: the ob done quickly  For example, it s easier to pove another user acece-s to all one'
files than to evabuate and prant peronssaon for each fde mdividaally - e coacaer for eode de
velopers to work mdependenthy than to work as a group, cheching each others cade



Sneaker net is faster than controlled file transfer. Users often focus on these short-term
gains rather than long-term productivity and security.

Below we provide several examples of automatic safeguards. Many of these capabilities are
already available, while others are under development.

Prompting a system manager to replace vendor-provided default system passwords.
¢ Encrypting all files above a certain security level.

* Requiring Lwo-person rules for access to key software, whether stored in physical media
(e.g., tapes in safes) or on-line.

* Requiring users to use random, computer-generated passwords, or passwords with a life
span as short as a single logon.

* Verifying software integrity to ensure against illegnl modifications. Some encryption al-
gorithms can be used for this purpose (Russell 1991:171).

»  'Policing’ machines on a network at regular intervals to check for security vulnerabilities,
such as crackable passwords or key files unprotected by compartmentalization and
passwords (Farmer 1990, LLNL 1989).

* Keeping widely used software in a central, read-only library from which users check it
out as needed, with copies timmed to self-destruct after a certain interval.

*  Terminating system privilegesf a user fails Lo keep up with training requirements.

5.3 Automated Data Colleciion and Analysis

Automated monitoring of system and user behavior, coupled with computerized analysis of
the resulting data, can help protect. computer systems from the insider. Data collection and
analysis require installation of appropriate hardware or software to nudit. relevant behavior,
and of software to analyze the resulting information, T'wo analytic methodologies dominate
he arena of nudit record analysis: expert systems and anomaly detection (Luni, 1988, Vacearo
1989, Winkler 1990). Beeause each approach has its ndvantages, an ideal system should
combine bhoth.

Expert systems nre bused o+ expert rules that encode security policies nnd suspicious user
behaviors, They are appre ciate for 'ypes of invalid behavior that are well understood and
hove observable and qu  tacable signs. For example, attempts to browse through files out.
side one’s need to know are ovidenced by an unusunl number of file accesses and file necess
errors, hoth of which ean be observed from file system audit. logs. An expert system would
therefore wateh for file accesses or hile aecess errors that exceed a threshold defernnned
throupgh interviews with secunty personnel or datn ananlysis, Los Alnmos's producton sys
tem, the Network Anomnly Detection and Intrusion Reporter (INADTR)Y oxemphifies this ap
pronch Ghackson 1991, Hochberpg 199:1).

Anonmnly detection identifies user behavior that {alls vite entegronies not. yet proseribed by
fermality ol operntions. This appronch uses statistvenl techmgues to lenen’ patterns of nor
mal hehavior; devintons from the norm are then reported as suspicions. For example, of
John Doe’s behavior one day s mnrkedly ditTferent Jrom his normal behavior, this may sug
rrest that nnothee user v manquernding nsGJohn Doe To nnother exnmple of the number of
files deleted per mnte oncpven systom suddendy spikes upward, thas iy supgeest that o
destructive viras haes heen turmed loose on the system

12



A key issue to be resolved is how a monitor. .g system should (or can) respond to suspicious
behavior. Most current systems produce reports periodically or on demand. ldeally, such
reports display (in graphs and numbers) the patterns of system usage during a specified in-
terval. They also should provide listings of suspicious users, specific rules violated, and
anomalies detected. The next generation of monitoring systems will include near res1-time
notification of serious violations or anomalies so that perpetrators can be caught in the act.
In addition, these future systems may trigger real-time countermeasures. Such responses
could be punitive, such as tracking down and disabling or removing the perpetrator’s com-
puter account.? Another possibility is the addition of a ‘tracer' to files that could be used to
track down a perpetrator. Countermeasures also could be defensive. Lawrence Berkeley
Laboratory's Clifford Stoll stopped an intruder from removing data files by shorting a line
connection with his key chain, thus inducing intermittent electronic interference (Stoll 1989:
154, 225). This discouraged the intruder without alerting him to the fact he had been de-
tected. Similarly, some kind of interference could be used to frustrate an offsite, or slow
down an onsite insider. This would give security personnel time to respond. More drasti-
cally, the monitoring system could shut down a computer entirely or deny access through a
particular port. Developing such responses is a key area for future research.

The general formality of operations issue of software integrity is especially important for
software used for automatic data collection and analysis. If the designer or maintainer of
such software ‘turns’ against a facility, he is in a remarkable position of power to cover up
any adversarial actions that he takes. He may delete data that reveal his actions, or block
rcporting of any suspicious nctiviiy for himself. To pretect against such actions, security
software should be kept. under rigorous configuration control so that it cannot be clandes
tinely altered, Whenever possible, data and results from different levels of the analysis
should be compared to make sure that nothing has been tampered with, For example, on
our NADIR sy ‘tem, which combines data from several service nodes on our network, we
could check thao users with heavy file system activity also show commensurate logon activ-
ity. Such comparisons would force a would-be antagonist to alter two sources of data vather
than one.

Systems such as NADIR assist nnd complement formality of operations. Together they pro-
vide defense in depth, throupgh multiple levels of protection. A pood illustration of this prin:
ciple concerns the security policy that requires each user to have a valid computer aceount,
and to use only that acconnt. Formality of operations enhances this security pohicy with
training, while automatic safepuards endforee the use of computer-penerated, limited term
random passwords, Fxpert systems can terminate all user privilege after several mcorroect
passwords have been entered, thus haltingg an insider’s efforts to paess his way into another
user's account . Anomaly detection can deteet an insider who has manapged to enter another
user's aecount, by observing deviations from the other user's normal behawvior, 1f any one of
these safepruards fiuls, the others stll have n chanee of preventing misuse from occurring.

5.4 Broader Considerntions

While protecting computerized mformation as o key cansideration tor all orpamzations that
rely on such imformaties, o s not thewr only ponl, Restocting cost s necessary for all orpam
sutiong Closely connected to cost s elficieney, Seearity measures muast not hecome so bur
densome that personnel can no longer be productive. Fioally, employvees” privacey must be
respected, Tor otheal, practical, and lepal rensons, We swill disewss thewe threee eonsadera
tionsn turn

Cont. Achheving secuc 'y s nn expepsive undertakangs, Personnel must be lored ar assyoned
to develop o security poliey, sereen and teaon cmployess, and perform anspections. Physaeal

T acem - conteel 1 neen e by oo wall annd weeative - yetemec or bilen theee sgoecane
conntetimean e oy e compared to ponrmg het ol one s aitaekan



and hardware security invelve costs in materials (e.g., safes and access control devices) and
in personnel to maintain the systems, once installed. On-line security and software integrity
measures, automatic safeguaras, and systems for automatic data collection nnd analysis,
all require a substantial initial investment in design and testing. They also require a com-
mitment. of personnel for maintaining the systems, once installed.

However, security failures can be vastly more expensive. The cost of repairing a damaged fi-
nancial or telecommunications network, rebuilding months of work on system software, or
having one's military equipment fail in battle, dramatically nutweigh the cost of good secu-
rity. In addition, n very strong argument can be made that long term, formality of opera-
tions instituted for security reasons saves money in other ways. For example, the failure to
follow formal software engincering procedures can lead to costly projects’ being abandoned,
or revised at. great expense. This is evidenced in a General Accounting Office survey of nine
federal software projects (costing a total of $6.8 million), which found that only two percent,
of the software contracted for was usable as delivered. Of the remaining software, most
were not. delivered (477%), and a full 19% were nbandoned or reworked (ACM 1985),

Efficiency is cost in terms of productivity. As with cost, security demands a high price but
more than returns the investment. Training, resereening, and cooperating with security in-
spectors subtracts hours from employees’ workdays, Procedures designed to limit access to
vulnerable areas and files make it harder for legitimate employees to use those areas and
files. On-line systems thut. enforee necess conteol, test for software and data integrity, and
unalyze user behavior may slow down machine and human ethiciencey.

This downside can be minimized, however, if efficiency is kept in mind while designing and
implementing security procedures. Moreover, the same considerations that argue for an
overall savings in cost can be applied to productivity. Security failures lead to a large ox-
pense in man-hours and dollars, Formality of operations can lead to better efficiency, such
as when programmers do not. have to trouble-shoot and repnir informally developed soft
ware,

Privacy is an issue still poorly resolved in computer security, especially the automatic au-
diting of user activity, While many orpanizntions toke the position thot they have the right
to police all activity on their systems, counter arguments Lo this position cnn be made, From
A legal perspective, federal wiretap statutes have already been applied to at least some aa
diting systems, tvpically those thal monitor user nctivities at the keystroke level, However,
it appears that even such detailed monitoring is lepnl if users are warned (e, by o hanner
displayed on the sereen upon logon) that it is beings done. From an ethieal perspective, one
can nrpue that nuditing user activity is intrusive and debumamzing,. From a pragnudic per
spective, one can arprue that it will lead (o employee hostility and decreased loyalty, thus
possibly inerensing the odds of wsider nftacks, These issues nre currently being netively de
bated in the computer security community (Leghninger 1990, Schaefer 19910, For three
vears they hayve heon the topae of oo well attended annnal conference on Computers, Freodom,
nnd Privaey

6. Conclusions and Recommendations

We concivde thidt the protection of computing systems frome attacks by ainsulers will depend
more on the intelhpent npplication ond enhancement of exestimge eapabnhbte: than on techno
lopraenl breakthronghs, Thin conchieaon leads to the followinge recommendation:s

LIt e esnential thot we protect sewsative computing systews by formality of operations
Systems can be desyrned that weeast m ths endeavor by provadwge aatomatie safepaards
The primary challenpes nree to mmpaose formal opeeations so thnt they do not appear 1o he
more buvenneratwe than benelicml We must avord sy them so comples that they
puarantes non complomes, and must ensaee that they do not attempi Godeny neceeary
functhions How to desypm such acaystem s o questyon that needs to be staded




We should support formality of operations with an automated, continuous security test-
ing program. This program should test each component of a computing network. It
would help to ensure that proper system management practices are in place. In addi-
tion, it would detect known vulnerabilities and prevent their inadvertent reintroduction.

We should support formality of operations with extensive automatic data collection and
analysis of audit. log information, Systems to analyze the information should use both
expert rules (Lo detect explicit attempts to violate security rules and practices) and
anomaly detection techniques (to deteet. unusual behavior of a system or users of a sys-
tem). A prime need here is the development. of methods for systematic testing of these
systems using data from known misuse attempts.

To protect against an attack by surreptitious code imbedded in an otherwise legitimate
code, more work must be done on developing effective software integrity technigues. For
simple codes and data files, software integrity can be verified by comparing current ver-
sions of source code and data files with secure and trusted versions. For more complex
codes, we sugpest identifying violations of software integrity by watching for deviations
froin the code's normal pattern of execution behavior. This technique also may allow
computer virus detecetion without knowing specific charact  strings or code contained by
the virus.

We can greatly enhance protection against insider attacks by storing and transmitting
information in encrypted form. Computing systems should provide the necessary eneryp-
tion tools for users to do this in a simple non-intrusive way. We therefore recommend
thot effort be devoted to developing efficient, easily used key management. and encryp-
tion tools,

In closing, we note that these recommended measures will benefit computer seenrity heyond
the scope of our limited insider problem, The threat deriving (rom the broader ~ategrory of
msiders (encompassing individunls who work on hardware or software at some himited stage
w their life eyeles) is o serious one, Software integrity mensures will help puard apgainst
much of this danger. Other security measures nimed at insiders, such as automatic analy
s1s systems, add protection apzamst eutsiders
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